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CONFID£NTIAL 

community to &ct the Government’s busim:ss done. Clearly, because of that ncar-monopoly J spoke of, we �
have a be.d start in NSA on cryptographic matters. Just as clearly, we bave no monopoly on brains nor on �

� � m&Duf&cturiaJ innovatioo•and .iqenuity. Potential security losses may well be otr’1et by what a motivated 
world and interested Academe miabt o1rer to the Government for itJ own use. There Is a school 

of thoupt that believes that various commcrciaJ o1rerill8S - notably those wbich may embody the DES ›
may till a p.p in our cryptoaraphic •inventory which our own systclll$ cannot 6ll bcca\l$e of their design 
lllinst high and costly staodatds and touch military ipecificationa, their protection requirements, and the 
protJUted • perWd$ or time they acnerally take to produce. Note , for eumpl.e, that After Ill these years, a 
sianifica.ot majority of llliliwy voice commWJ.ications imd almost all non•milit&ry Govcrnmcntal voice 
communic&tioos rema,in Inexpensive and quickly availabLe com.Jnercial wice equipments might 
move into thii VI(;UUJn and - even though they may aeneraJly offer Jess security- we llliabt enjoy a net gain 

olb.erwise, for many )’al’S to come, tbosc communications will. be there •ror tbe taking, essentially 
free of eo&t to an ol)ponent. 1bis argutmnt dOC$ not mollify the conservative , however . 

(U) At thii writing, some uocertainty remains as to how larae the market for commercial devices, notably �
DES, may be. Then: aecms to be a consensus tbat they may be applied in considerable quantity to protect or �
authenticate the cootents of messaaes in support of financial transactions, and IDO$t especially in the field �
called Electronics Fund Transfer (EFT) because of dcmonstni.ted vulnerability to costly fraUd. �

(U) But, although a Government endorsed technique ba& now been on the strttet for a number of years, �
there has as yet been no rush to acquire equipment& in quantity. This may be due, in put, to siJnificanUy �
lower perceptions of threat on the part of prospeCtive customers tban projected by ounel’t’CS and others . It �
may also in part, from the slowncu with which supportina Government stanciards and suidelines are �
beina publiihed (for Interoperability, Security Requirements, etc.) �

(U) In any event , prodUction and of equipment by •u .S. colllDICl"cial vendors il not our biggest �
problem with public ClYPtOJC&phy because thete are various Government controls on such equipment ›
particularly, expon controls - and Industry itself is usually disinwestcd in publiibinJ the cryptanalytic �
aspects of their research in any detail. The central issue that continuea to fe5ter is encap5ulated in the �
phrase: "Academic Freedom W!I'SIU National Security. " �

. � ( U) Our Director lw made a number of overtures to various academic forums and individua.la in an cfl’ort �
to de-fuse trus issue, but Jw stuck to his guns with the statement that unresuaincd academic researcb and �

� publication of results can adversely aft"ec:t Natlooal Security . While a few have been �
sympathetic, the more usual reaction -at least that rca.chiJll rhe press - has been neptive . �

(C) The principal reason that tbcre is an NSA CODJCnSUS that unrestrained academic work bas a potential �
for harm to our ntission is beCause, if first-elass U.S. mathematicians, computer scientist.s, and 

bc&in to probe deeply into c.ryptoloJY, and especially into cryptanalytics, they·are .liUly to educate U.S. �
SIGINT taract countnes who may react with improved COMSEC . Le5s likely, but possible, is •their potential �
for discovering and pUbliahiq analytic techniques tbat might put some U.S. in some �
jeopardy. �

(U) The acade.rniciAns’ arsuments focus on absolute freedom to research and publish wbat they pl.easc, a �
rejection of any &tiflina of inteUcctual pursuit, and concerns for the chillinl effect of any requests for �
restraint. Their views are bolstered by the real difficulty in differentiating various kinds of mathematical �
research from "crypto-lP&tbematics" - notably in the burgeonina mathematical field of Computational �
Complexity, often ’eekina wlutioos to difticult computational problems not unlike those posed by JOOd �
cryptoiystc.ms. �

...(Qf As a practical matter, Government "leverage," if any, Is rather limited. We have made some half›�
hearted attempts to draw an analoJY between our concerns for cryptoloay wilb. those for private research �
and development in the nucleat weapons field which led to the Atomic Eneray N:t that does - at least in �
theory - coruilral.n open wort in lbat tield. But there is no comparable public perception of clear and �
present danaer in the cue of cryptoloJy and, despite the " law," academicians bave sanctioned research �
revelatory of atomic secreta includina publk:ations on bow to build an atomic bomb . �

wedae, which G yet Jw not been driven with any apprec:iable force , .is the fact that ›
ovcrwhelminJlY - the money underwriting seriot.li unclwitied academjc IUC&I’Ch in cryplOgraphy comes �
from the Govern.ment itself. Amona them are the National Science Foundation (NSF), the Oftice of Naval �
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Research (ONR) and the Defense Advanced Research Projects Agency (DARPA). NSA supplies a little 
itself. The wedge is blunted because Government officials administering grants from most of these 
institutuions have been drawn largely from the academic community who believe strongly in the value of 
research performed outside Government, and are sympathetic to concerns about abridgement of Academic 
Freedom . 

..terln the long run, balancing out our mutual concerns will probably depend more on the good will of 
influential sections of the Academic Community itself than on legislative, monetary or other controL over 
cryptographic n:search in the private sector. It turns out that at least some governing bodies in various 
colleges and universities seem more ready to recognize some academic responsibility with respect to national 
security concerns than do many individual "youna Turk" professors or their collective spokesmen who see 
Academic Freedom in First Amendment terms as an absolute. A good deal of the Director's quiet wor.li: on 
the matter appears to be oriented towards constructive dialog with responsible officials and groups . 

.fSrl have dwelt on the matter of public cryptography at some length because it portends some radical 
changes in our relationship with the public sector - more openness, dialog, controversy, and debate. 
Obviously, our conventional shield of secrecy is undergoing some perforation. In contrast, it might be worth 
notiq that we have yet to see a single unclassified document from the USSR on their cryptography - not 
one word. {As a result, we spend small fortunes acquirins data comparable to that which realities suggest we 
must continue to cou&h up for free ) 

(U) Nonetheless, I believe we can identify and continue to protect our most vital interests - our "core 
secrets" - and, meanwhile, dialog With intelligent people - even "opponents" - will surely expand our own 
knowledge and perspective. 
)!C(A more tangible outgrowth of public cryptography could be the infusion of commercial equipment in 

Government for the first time since World War II. As noted earlier, the votes are not yet in on how 
prevelant that may be; but it bodes new sets of problems in standards, doctrine, maintenance, protection, 
confi&uration control, cost benefit analyses, and secrecx,_:·'---------, 

I.C 
N ~Consider the probi.Cm if a vendor oifers to sell [ !highly secure equipment to the 
If) 
!") 

Government - PCrhaDS one almuly supplied elsewhere -1 1 
,...., I How do we say no? I expect we'll just have to say it Without elaboration I \ 
0 
><4 
,..) '---;(7U:::-)--;Hc;o-:w:::--;do:--we-o-tli;;:e-r_a_reasona-:-bre:-:CO=MS:-=::;;:E:::C:-ed--:-uca--:ti-:-.o-n-to,....-,U;-;-:.S:-.-usc-rs--:-in-un-c-;Jas:--sili'"'·:-ed.,.-e-nv"'ir"'o:-n-me,.,..,n"'"'ts,...w"'i"'th;:--,o'"'u=-t---' S .: ~ 

o-~,c 
~ 
If) educating the world? ..!:: .P, !"l 
N ...ter'How do we underwrite, endorse, certify, approve or otherwise sanction products in the abstract when ::5! Q.l cj 

their real security potential may well lie in how they are applied in a systems complex, not just on a good ] ;l u:i 
algorithm? Or how, alternatively, do we lind the resources required to assess dozens of different devices in ;l '0 ;;:i 
hundreds of different applications? S I.C c 

..... WJ If)
(U) We are currently wrestlinJ! with all these questions; but most of them will be incompletely answered 


for a long time. It may be useful for you to keep them in mind as you get involved with public cryptography 

downstream. 
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~One of tbe more interestiDg outgrowtba of tbe blUJCODinJ interest in cryptoaraphy in t.be private 
sector wu tbe "invention" of a concept called "Public Key Crypto&rapby" (PKC). All conventional 
Cl)'J)tolfllpby requires the pre-positioning Of sbared keys with each communicant. The )oJistics for the 
manufacturiDg and delivery of tbose keys keeps 53 in business and forces users to mainlain a large secure 
c.ryp~tribution system: (Remote keyina eases but does not eliminate the problem:) The thought was, 
cryptography would be revolutionized if a system cou.ld be devised in which people could communicate 
securely without prior exeban&e of keys . 

(U) Tbc main idea tbat came forward wi.s ·an etrort to capitalize on the fact that some mathematical · · 
fliDctions are easy to cany out in ODA: "c:lircction,'' but di11k:ult or impouiblc to revet~C:. A classic example 
of these SCK:alJed one-way fUDCtions is the phenomenon that it is not hard to multiply twO very Iarae prime 
numbers toactbu, but given only t.beir product, no elegant way has been put forwani for determining what 
the two orisioal numbers were. 

(U) So the original nwnben couki be consideRd co be pan of one man's secret "key:" ·their product 
could be pubti5bcd; an encryption ataorithm could be specified operatins on tbat product which could not 
be e1llcicotly decrypted witbout knowledae of tbe "key"; and all messages addressed to that person would 
be eneryptecl by t.bat ataorithm. 
..(&)' By coincidence, tbe idetukal idea bad been pot forward by one of our British colleague$ ftve years 

earlier, aod we and they had been st'OdyiDa it ever since. We called it DOJHeeret encryption (NSE) and were 
ti'Yiol tO solve the same problem of key distribution. We treated our work on it as SECRET and still do. 
We did not leap to its adoption for a variety of a reason. Foremost, we were IJDCCrtain of its security 
potcotiaL The fact that mathematicians bad not yet foUDd a way to factor Jarp: numbers did not mean that 
tbc:re was no way. 

(U) It was an iaterestins mathematical puzzle, fllst put forward centuries qo, but witb no great incentives 
for its solution beyond the satisfaction of iDtelJcctual curiosity, no perceived commercial appliCations, and so 
on. So there wu no evidence of a put many brains having worbcl·the probJcm ovez the ynrs; nor did we 
ao all out ap.inst it beeause; apart from theoretical doubts, there were other drawbacks. 

..{efThe most obvious - altbol4h perhaps not the most important - was the fact tbat the encryptcr 
himself could never decrypt bis own mesS&a~C - he would be 1Wq the crypto5ystem of the recipient wbo was 
the only one boJding the secret dec:ryptiq key - be would· have oo DlC8IlS to verifY its aceiU'8C)' or correct 
an error. More or less elaborate prorocols involWII hand-sbatiq between the communications were put 
forward to set around this ctiftlculty - usually entaitin1 the rceciver bavinl to rc-encrypt the received message 
in tbe sender's key and. askina if that was riabt. A clamay business. · 
)ef Next, «*h user would have to keep his primes absolutely secret, forcinl on each some of the secure 

storaae and control problems inbel'CI1l within conventional schemes. Known (or unknown) loss would 
compromise all of his previously rcc:ciw.d mt:SSIIC$. To act around that, relatively frequent cb&qe would be 
necessary. This would move hJm towards tbe conveotious of keyins material supersession~ generation and 
selection of suitable primes aDd lheit producu, and tbeir republication to all potential correspondents. 
;e5 Next was the Dlllttcr of ef8ciency. The " key" would b!lve to be on the order of 1000 bits Jon& to 

mate faccortzation diftlcult (or impossible?). lnbcrent ia the scbcme is the requirement to use an or tbat key 
for any meuaae, however short. Further, a sinJ1c prble readers the entire message unintcl.tigible. 

(TJ) In the mote detailed schemca outlined so far. acneration a.ad manipulation of very Jarge numbers is 
n:quired, ineludins taisina them to some as yet undetmnined power - but ckarly more tban just squaring 
them - allc1 this leads to great complexity in any.real implementation of the Idea. 
-(C}-Fmally, there is the problem of spoofability. Anyooe can send you a mtSSilJC in your key which you 

must eitber accept as valid or authenticate somcbow. If I inject myself i.a your communications path, I may 
purport to be anybody, supply you my key, shake bands like a legitimale oritinator and lead you down 
various prden paths indcfiuitely. 

SECRET O.RIGINA1 3J. 
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• 1£fSo we are not yet prepared to ~ept PKC as a wave of the future. However, it continues to offer 
iatri,au.ill& possibilities, particularly for short mwages :resuppl)'ina conventional keys amona small user sets, 
and we may eventually find some use for ic ·if we can do so without creating problems at least equal to those 
it is clesi,e.n.ed to solve. 
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• COMPUTER CRYPTOGRAPHY 

....{SfSince· most crypto-equipments these days am be viewed essentially as bard·wited special purpose 
computers with "programmable features" to accommodate variables, there has been considerable et!'ort, 

e 
e 

dalinB at ll:ast to the early '60's, to usc aeneral purpose (GP) computers to do cryptographic functions ­e programming the whole process, encryption algorithm and all. The idea was particularly atttactivc at 
installations where some GP computer with excess capacity was already in place. The first operational system 
I recall was used to decrypt tell:metry from the Navy's first pasition location satellite - the Transit system, 
in a shipboard computer, the BRN-3, impll:mcntecl in 1963. Since the computer was required anyhow to 
carry out navigational calculations based on data received from the satellite, since it operated in a receive 
only mode (the sender was a conventional black box in the satellite), and since operation was "system high" 
(i.e., all personnel with al:ccss to any part of the computer were fully cleared for all the data being 
processed), no big computer security problems were involved - rather, it was a tecbnical matter of 
progralllllli.ng cryptography ellicicntly into a system not originally designed to carry out such functions. e ...(.e(Nevertheless, there has been littll: proliferation of computer cryptography in the ensuing years, 

e 
mainly because the inherent constraints in the BRN-3 environment (excess capacity, system high operation, 
receive mode only, and rigorous access control) arc still not prevalent. The security probll:ms that arise when 
one or more of those limits disappear are difficult indeed. If, as is increasin&IY the case these days, tbe 
computer can bo remotely accessed by various subscribers, the dilliculty is greatly compounded. This is true 
because the wlnerabilitY of sensitive data in a computer to inadvertent or deliberate access, exuaction, 
pindown, disruption, tampering, misrouting, or other manipulation increases as you increase tbc 
opportunities fot physJcal or electronic access to it. In this respect, the problem of insuring the security 
integrity of cryptographic information in a computer is no different than with "computer security" in 

• 
-- general. As you no doubt know, that general problem is being assaulted on many fronts today with efforts 

to make "provably secure" operating systems, the development of the "security kernel" concept, ll:emelized 
virtual machines and so on. The threats are so numerous thet a 247 paae document ( "ADP Security Design 
and Operating Standards", by Ryan Page) is still not definitive . 

..feT Not the least of our worries with computer encryption proposals is the question of how to evaluate 
their security potential, how to validate large software programs such as you would need to implement, say. 
SAVILLE in software; and. how to insure thet "peripheral" changes elsewhere in the computer will not 
aft"ect the integrity of the cryptography. It turns out, naturally enough, that S6 proceeds with diminishing 
confidence as systems become more complex, and with more and more functions not under the cryptographic 
desianer's control which yet may aft"ect the way the cryptography works. Control functions, timing 

8 
- functions, switching fuzM;tions, etc., are typical examples of these "peripheral" activities that don't remain 

static - i.e., arcn 't hard-wired - and subject to change to facilitate other functions in the computer as time 
goes by. 

e 
-l€r Two other factors have slowed the rush towards computer cryptography. The first is that most 

commercially available computers still have TEMPEST problems. Few meet our TEMPEST standards for 
crypto-equipments (KAG-30), and they are dilllcult to tlx. The other factor is that the dedicated (special 
purpose) computer - an ordinary cipher machi!le, for example - can always carry out a single job more 
efficiently (space, speed, power consumption, and so on) than one with multiple functions. e (U) None of this means we can't do it - but we aren't there yet. And it's just possible that it's another 
of those waves of the future that will dissipate in the sea of time. 

e 
-e 
e SECilE'f ORIGINAL 35 

http:progralllllli.ng


UNCLASSIFIED -e 
e 

e 

e 
-e 
e 
e 

THIS PAGE IS INTENTIONALLY BLANK 

e 
e 
e 
e 
e 
e 
e 
e 

ORIGINALe 36 UNCLASSIFIED e 



e CONFIDEN'f'b\L 

POSTSCRIPI' 

e 
•e ..)€} It seems 10 me that NSA does not yet have much expertise in computer security. Rather, we are 

expert in computer insecurity. We do much better in finding security vulnerabilities in any computer 
complex than in proposing security architectures for them. Somehow, the attack seems more challensing 
(fun) than the defense, and this sceiDii trUe in the general bUiine&s of cryptosystcm design as well. A spin-off 
of this syndrome manifests itself when a security moditk:ation is needed for an existing crypt~uipment. In 
my experience, most desi&n engineers would muclt rather attack a brand new problem - meet a new and 
ditlicult requirement - startina ·from scratch, pUihi.ng the electronic state of the art, exercising opportunities 
for innovation, and so on than go throush the drudgczy of a mere "fix" acc:eptins all the constraints of 
configuration and technology in some prc-cxistins piece of hardware. 

e 
- (U) Or so it often seems to someone tryins 10 whip up some cnthlliiasm for a chanse. 

...{€f In any event, it seems true that for those of IIi involved in laying on requirements (be it cquipments, 


e 
modifu:ations, destruct or erasure techniques, anti•tampering features, or whatever) there is no more 
important step ·we can take than 10 get the prospective design engineer (and, ultimately, management) 10 
understand and ~//eve In tlul project. 1hC slow pace of destruct tecbnolosy is perhaps a classic example 
where the pb.ysical security people in S have failed to convince Rl and to some extent our own management 
that we've lot a problem. But I think we do. 
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TEMPEST UPDATE 

jJ2(TEMPEST difficulties seem to whipsaw us more than any of the other technical security problems we 
have. Each time we seem to have ~~~:hieved a reasonably well-balanced and managed program in NSA, other 
Asencies, and in the Industrial TEMPEST Program (ITP), some new class of problems arises. Better 
detection techniques call some of our older standards into question. New phenomena or variations of old 
ones arc discovered. New kinds of information processors come into the inventory from the commercial 
world posing dilferent suppression problems. Vulnembilities remain easier to deline tban threat in most 
environments, llld we seem to wax hot and cold on how aggressivelY the whole problem should be attacked . 

.(8"-NF) The proliferation of Cathode Ray Tube display consoles (CRT's) is among the more recent 
examples to catch our attention and that of our customers. Most computers and their peripherals still come 
oft' the shelf from Industry without much TEMPEST protection built in. Customers may lay on tests after 
i.ristallation and if they see problems in their particular facilities, may try to screen them or, if threat 
perception allows, take their chances on hostile exploitation. But with CRT's, two things happened. First, 
they were more energetic radiators than most other information processors unless TEMPEST suppression (at 
greater cost) bad been applied during manufacture. Second, the results of testing of an insecure device were 
horribly obvious. Testers, instead of having to show some skeptical administrator a bunch of meaningless 
pips and squiggles on a visicorder and esoteric charts on signal to noise ratios, attentuation, etc., could 
clinfront him With a photocopy of the actual face of his CRT with the displayed data fully legible, and could 
demonstrate instantaneous (real time) recovery of all of it from hundreds of yards away. This gets their 
attention. 
...(e) However, as seems to be the case with many of our more dramatic demonstrations of tbrcat or 

vulnerability, the impact is often short-lived, lind .the education process soon must start again. But, despite 
the apparent fluctuations in threat perception and correlative command interest, the resources in R&D and 
personnel committed to TEMPEST problems in NSA and thC Services remains fairly consistent, with 
between three and live million dollars expended in R&D Cll&:h year, and with about 250 people engaged in 

. TEMPEST work. 
$It's fair to conclude that the problem will be with us as long as current flows, but the earlier judgment 

that we have it reasonably well in hand except in unusually diflicult environments may have been too 
sanguine. We arc being faced with more and more types of sophisticated information processors - including 
computer-based systems - and these arc proliferating at a greater rate tban we can track. Thi.s fact, coupled 
with more widespread knowledge of the phenomenon, the decline in the availability of trained technical 
personnel for testing and corrective action in the field (some test schedules bave fallcn as far as two years 
behind), and the advent of more potent exploitation devices and techniques place us in a less than 
satisfactory posture. · 
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SFA REVISITED 

)ef "SFA" used to stand for ••Single Failure Analysis. " In the cady 70's, a somewhat more elegant but 
~ pt=ise meanin& arose - "Security Fauk Aiwysis." It is a systelllalic procw for examining the 
embodiment of a cryptolo&ic to determine tbc security effect of malfunction or faihuc of individual 
componeou, switches, circuiu, .rc&istm, ptes and the like. Ju purpose is to assnte that any fault wlUcll 
would have a catastrophic effect on systems security is safeguarded apin.st - usually through redUDdancy in 
desip or some kind of alann. · · 
JR}A classic exampJe of catastrophic failure is one which alJows plain Janauqc beinJ encrypted to by­

pass the k:ey &COtnltor altopther and be trallimitted in tbc cJear. Another - usually more insidious - is a 
fiilure in .randomizer c:ircuit.ry c:ausiq predictable or repetitive i.niti4l set-ups for a machine. 

)81 SFA had its bcsin.ning$ with relatively· siml:'le . cJecuo-~ devices where pins tnigbt stick. 
switches bani up, or rotors fail to move, and no truly systemized examination for such failures was carried 
out or necessary. Most of tbose failures were not vWUIIized and prevented ·dllrina design. Rather, wben they 
cropped up io the ftcki and were reported, we would bave to so back aod rettoftt. We bad, for example, a 
case with a duplex onc-ti.tne tape circuit where an operator noticed that an euct copy of his outgOing Uaffic 
was beiDa printed, in the clear, on his n:ceive teletypewriter. He thouiht a previous operator bad jacked 
that teleprinter in to provide a monitor copy to assure accuracy of his send tratJic. Wbat bad really 
happened was a simple fail~~te of a Sigma Relay at the distant end. of tbc circuit whicb caused the incoming 
IDCS$8&a, after decryption, to not onlY prult .out normally on his m:eiver but also to be shunted back, in 
the clur, over hls send line. In anOther case, an on-line rotor system called GOROON seemed to be 
operating perfectly all day Ioiii wbcu an operator noticed tbat the familiar clunkiu& sound of moving rotors 
seemed to be missing. He lifted the lid to the rotor basket and discovered wily. There were no rotors .in it. 
Ordil1ari1Y, tbat would bave caused continuOus aarbte at the distant end. and tbe operator tbere would have 
sent back a BR.EAK to stop ttansmi&lion. In this cue, however, the distant cod had also foraotten to ~ut 
the rotors in, and so ~ved perfect copy in the clear, but believed it to be decrypted text. 
%But as we moved to complex ekctrortic devices, some of which ped'orm 2S,OOO or more discrete 

functions (the TSE.C KG-30 family, e. s . ,) SFA evol~ into a diftl.c::ult , time-<:onsuming,,and. costly process 
- viewed by some as an art, and an ~ one at tbat . 

J8) For some )'CBIS, the relationshipa between system dcsiJilers and system evaluators involved in SFA 
could not be characterized as ~lArJy cordial. With tbe advent of solid-state tecbru>Joay, desfiDers were 
able to achieve extraordinary reliability for most of our devices; and some of them, therefore, tended to 
believe that tbe costly and meticuloiiS SFA process was superfhlous . They Dliaht well be able to demonstrate 
statistically tbat a given failure was likely to occur only once in, say, a dec:ade. Adding tem or hundreds ·of 
dollan to the cost of each equi.pm:nt to meet such contiogencies seemed unnecessary. The security analysu, 
on the other band, would point out that with our equipmenu oow projected to remain operative for 20 
years (vice the IS year rule of thumb in former times), the probability of failure sometime in the equipment 's 
lif.e was very hiah· They noted fUrther that, jf the !aiture wu the type t.bat does not .interfere with 
operations and is undetcc:tablc in routine maintenance, tbc equipment would keep !Uilllin& in an insecUR 
mode for tbe rest of its life. ADd so tbe issue was joined with, 1 teJiet to report, some acid exchan&es 
between analysts and project enameers. 

..(eJ It worked out aJriPt, tbouah. For their part, the analysts bepo to aet more precise about wb.al 
constituted a critfcal failure. The designers meanwhile, throUgh systematization of the process during 
equipment manulac:turc, found wa)'l to anticipate prob]ems and avoid some or the back-littinc which bad 
previously been ncc:essary. As is usually tbc case in our business, when security requirements c:onfiiet with 
cost in time and money, a fairly prqmatic trade-off is Dl8de. We bave yet to build a machine deemed perfect 
from the security analysts' viewpoint, and I doubt we ever will. On the other ~d. we'Ve made few. if an y 
cquipmonts .,.Wt whicb. security design ovetkill has not been asserted by its builders or the budJCt people, 
or both . 
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NESTOR IN. VIETNAMfit 
e ...f8f Most US SIGINT assets in Vietnam used NESTOR heavily and successfully almost from the outset. 

e 
Towards the end of the war, so did most in-country Naval forces, particula.rly airborne assets. In the 
SIGINT user's case, it was because they were already equipped when they got in country; had used it 
previously, knew, accepted, or circumvented its peculiarities, and, of course, because they believed their 
trallk: required protection. In the Navy case, it was the result of Dcaconian measuxcs by the Commander, 
Naval Forces, Vietnam (COMNAVFORV). That Admiral happened to be a COMSEC believer; so be told 
his pilots that if they didn't use the equipment, he'd ground them. Some didn't, and he did. There is, Ie understand, no comparable trauma for a tighter pilot. 

(U) The story with most of tbc rest of the "users" was quite ditrcrent, and very sad. The reasons and 

e excuses were manifold, and a few will be treated here for what might be· learned from it. 
..(eflt was claimed that NESTOR reduced radio range. In an environment where communicators were 

e 
only marginally able to reach one another anyhow, this was intolerable. Experiments at NSA before the 
equipment was deployed, and repeated investigations when these claims persisted, verified that NESTOR did 
not reduce range. They even showed that the system could sometimes enhance communications by holding 
higher voice quality (less noise) towards range limits; although when it reached the limit, loss of all 

·e 
intelligibility was abrupt and categorical . 
...{e) Finally, our own engineers sent to Vietnam re110rtcd bacli:: "Sorry about that, S2; the system reduces 

range - typically by 10~ or more." And it, in fact, did. It turned out that NESTOR did not affect range 

e 
only if the associated radio was perfectly tuned, "peaked,' • matched to the NESTOR equipment (as we 
naturally did here at home). In the field, maintellliilce personnel were neither trained nor equipped for such 
refinement - the test instrumentation simply did not exist there, and we had not anticipated those real world 
conditions when we sent it out. 

• 
Jer In tactical air, it was claimed that the sync delay - up to 3/S of a second of required wait between 

pushing to talk and ability to communicate - was intolerable when air·to·air warnings among pilots had to 
be instantaneous. A survey showed, by the away, that most pilots judged this time to be on the order of 
three seconds; so, in fact, the wait must have seemed interminable when one wanted to say "Bandit at two 
o'clock." - Jef Carrier-based aircraft ultimately adopted wbat was called a "feet wet·feet dry" policy in which they 
would operate exclusively in cipher while over water, but once over land, would revert to plain language. 
For Air Force pilots, it was not so much of a problem. They llllllliiiCd to install so few equipments in their e aircraft, that they were able to create few viable crypto-nets, so most of them were in clear all the time . 

..{ef Navy had managed to jury-rig NESTOR (KY-28) equipment in essentially every carricr·based tighter 

e 
aircraft they had. In the case of the F4 theY found a nook inside the nose-gear housing, and tucked it in 
there. But the Air Force opted to go into a major aircraft · modilk:ation program to acc:oiJilliDdate the 
system, penetrating the skin and with elaborate wiring to remote the system to the cockpit. This tooli: years. 

e 
The problem was com110unded because when aircraft did get in country with NESTOR •s installed, they were 
periodically recalled to CONUS for maintenance and rehabilitation, took their NESTOR with them as part 
of the avionics package, and were replaced with unequipped planes . 

e 
.(e)-The ground version of NESTOR (KY-8) would not run in high ambient temperature. True. And 

there was plenty of such temperature around in Vietnam. There was an. inelegant but elfective solution to 
that one. The equipments were draped with burlap and periodically wetted down. So mlll:h for our high 
technology. 
~There was a shortage of cables to connect NESTOR to its associated radio. This sounds like a small 

and easily solvable difficulty; but it turned out to be one of the biggest and most persistent we had. It e stemmed from a deeper logistics problem because different organizations were responsible for fielding the 
various components that went into a secure tactical system. We procured the NESTOR equipment. Various 
Service organizations procured the various radios with which it was used; and still different organizations 

e fabricated cables and connectors to link them up. Systems planners and implementers in Vietnam eventually 
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•• pvc up and appealed to CINCPAC to orchestrate a coherent program. CJNC.PAC gave up and appealed to 


JCS (who may have done a statr study), and it was never solved. 

~ Some NESTOR U5Cts had AM radios, some FM, and ne'er the twain would meet even tho\lib they 


were cooperatiq forces . 

.;e) Over the lenatb and brtadtb of Soutb Vietnam were many cryptosraphically unique NESTOR nets 

(i.e.• dift'creot key lists) to complY with doctriaal rules limiting net size because of the hi.ah wlnerablility to 

compromise of keys in tlat environment. The IIDUt started out at about 250 holders, was extended to 400, 


· and we eventually tole~ a country·wide· net for ai.Mo-air/air-groUDd communicatiolli to accommodate 

a.ireraft which miabt show up anywhere. 

~The maopack version (KY-38) wu roo heavy - K.Y- 38 plus PllC 77 radio, plus batteries, plus &pare 

batteries weiJhed about 54 Pounds. The Marines, cspecialJ.Y, tried to overcome this, even JOins so far as to 

experiment w4b two-man carries, one totina.the 38, the other the radio, and with a cable between them. As · . 

you miabt imasinc, tbat worked none too well in tbe jungle, and J believe most of them decided that 

ea~TY~ns ammunition woUld be more profitable for them. 

;er NESTOR is classified, people fear its loss, careers may be in jeopardy, and it was safer to leave it 


borne. This Unicorn - this mythical beast - was the most agravatiq, pentisterit, elusive, and emotional 

doctrinal issue to come out of tbat war. We sent emissaries to a hundred locations. We found no qualms 

about usociated keyins materials always with the equipment, aod which were almost always more highly 

classifted than t he equipment itself. We found no concern over keyed CiltCE devices issued In weU over 

100,000 copies; aod we found another CONFIDENTIAL ~a&tical equipment. KW-7, used with enthusiasm 

as far forward as tbey could get power. Our records show tbat the exact number of NESTOR equipments 

lost as a mult of Vietnam wa& 1001, iDcludiq a number that were abandoned when we were routed, but 

010$lly in downed flnd winJ aircraft and choppers, and in overruns of ground elements. We found no 

evidence of "disciplinary" action because somebody lost a NESTOR while trYiDB to flsht a war with it, nor, 

in fact, for any other cause. Yet, "classitlc:ation inhibits use" remains a potent anti-classification araument 

for all crypto-equipment to tbis day: 


• 
)$[ The argument in the Ytetnam context came as close to beins put to rest as I suppose it ever w.ill be by 


a major CINCPAC study published in 1971. By that time tbe matter of non-use of NEStOR bad be(ome a 

burnina lsaue. Here, an expensive crub program bad been undenaten by NSA to build and field 17,000 

KY-28's and 38's; a bonus of $3 million had been paid for quick delivery. The total NESTOR inventory 

exceeds 30,000, yet best estimates in 1970 sugested that onlY about one in ten of the devic:es was being 

used, A questionnaire was administered to about 800 individuals who bad bad some exposure to the system 

in SEA. It contained a dozen or so questions, all oriented towards detennlnirlg why tbe system was not 

being used more heavily. Some of the more relevant ftndinsS are quot«1 below: 


...(.€f How do you feel that the use of tactical secure voice equipment.s affects the operations of your unit? 

1-Speeds up and improves operations 

2-&ows down and interferes with operations 

3-Hu .little or no atfect on un.it e1fectiveness 


Aaawer No. I Aaswer No. l Auwer No. 3 

Nuaber of Pereeat of Na•ber of Perceat of NalNr of Perceat of · 
.Respouea Total RapoaH& Total · Respoaaes Total 

Overall 463 S8 .S 173 22.0 . 152 19.2 

Army 220 78.9 23 8.2 36 12.9 

Navy 99 68.2 2S 17.5 19 13.3 

Air Force 199 37. 1 11 8 36.8 84 26.2 

Marines 25 SS .6 7 15.6 13 28.9 


fR'f List~ below arc a nwnbtr of factors which miabt tend to cause responsible persons to avoid lakin& 

TSV cquipmcnts into combat or simulated combat. Rant them (aod any others yo~ may wish to add) in the 

order of their importance to you. 
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e CONFIDENTIAl; , A-My military career might su!fcr if I were judged responsible for the loss or compromise of 
CrYPtographic material. 

B-The enemy might be able to recover lost equipment and keying materials and might then be able to 
read U.S. TSV traffic. e C-If my TSV equipment were lost at a critical time, its unavailability might reduce the operational 
capability of my unit. 

e D-The TSV my unit uses most must be aurted into combat and is so heavy that it slows down our 
mobility. 

E-<>ther {Specify} 

e A B c D E 

e 
OYerall 45 266 87 63 29 
Army 24 113 43 47 s Flgurcs shown 
Navy 7 31 19 0 3 are first 
Air Force 13 104 21 3 10. choices 
Marines I 18 4 13 I 

e JI2'(If you use TSV equipment in combat, simulated combat, or other hazllldous circulDitances, does your 
concern about its possible loss or compromise restrict its operational usc or usefulness? 

1-Ycs, to a considerable degree 

2-To some moderate degree but not significantly 

3-No 

Aaswer No. 1 Aaswer No. l Aaswer No. 3e Number of Pereeut of N11111fler of Pereeut of NIUDber of Pereent of 
Respoases Total Respoases Total Respoases Total 

Overall 46 7.7 97 16.3 451 75.9 

. Army 30 13.6 57 25.9 133 60.5 


Navy 2 2.6 10 13.0 65 84.4
•e Air Force 7 2.9 2 0.8 229 96.2 
Marines 7 17.9 8 20.5 24 61.S 

e k€r"Listed below are a number of possible operational disadvantages which have been raised with regard 
to the use of TSV communication and identify their importance to you. 

A-Inability of TSV-equipped stations to communicate in cipher with all desired stations. 

e B-occasional interruption of communication due to loss of syuchronism between tlie transmitting and 
receiving stations. 

C-The time delay required to syuchronile the sending and receiving crypto-equipments is intolerable in 
some type of military activity. 

e !}-The size and weight of the TSV equipments and their power supplies is prohibitive in some 

-
situations. 

E-The application ofTSV equipment to UHF, VHF-AM, i.ndlor VHF-FM tactical radio circuits/nets 
reduces seriously the etrectivc ranges. 

F-An unacceptable level of maintenance probleiDi are associated with the operation of TSV 
equipments. 

- G-TSV equipment is not reliable in critical situations. 

H-Unacccptable physical security restrictions are associated with the use of TSV equipmcnts in the 
field. 

e 
 I--other (Specify) 
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A B c D E F G H I 

Overall 223 liS 46 S4 J l 18 28 13 12 
Army 72 43 7 39 10 I I 1 s 2 
Na~ 41 31 6 . 1 7 3 7 3 4 
Air Force 10 I · 3S 30 4 14 4 20 4 4 
Marina 9 6 3 10 0 0 0 I 2 

;e:fFMm the NESTOR. experieuc:e, and the antithetical experience with ORESTES and ot.bc:r iystcms ia 
mlldl the same eovironmcrus, it milbt be coocludcd tha1 the overridina criteria for the .cccptaru:e or failure 
of our equjpDICDt o1fcriop are whether tbctc is a perceived need and wbetber they do ~t they're supposed 
to do - they work - reasonably wd1 without inliibitin& operatio~. 

• 
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, EMERGENCY DESTllUCTION OF CKYPTQ-EQUIPMENT 

e ...{EYExcept in a tiny number of locations wbcre tbc user can alford the luxury of large powerful 

e 
disintegrators that chew crypto-components into little pieces, we remain dependent on World War II 
pyrotechnic technology to get rid of czypto-cquipmcnts in a hurzy in an emergency. Meanwhile, the 
environments into which tbc equipments are now being deployed are increasingly hazardous in peace time 
and in war. Further, when we IUI!Iedize hardware we aren't lddding, having fielded some of the most 
indestructible boxes in tile world. Some seem at least on a par with fli,ght recorders that survive the most 
catastrophic of crashes.e _.rerA crashed helicopter in Vietnam caught ll.re and reduced itself to not much more than slag. Its 

e 
NESTOR equipment was fished out, cleaned up, and ran perfectly. More recently, a telemetry encryption 
equipment (KG-66) on a missile shot at White Sands ran perfectly after being dug out of the 8 foot hole 
created at impact 

e 
.....ter"Chip technology compounds the problem. The chips are so small that they'll often filter through a 

disintegrator unscathed. Conventional pyrotechnics don't help because their melting temperature is typicaUy 
2800" F. 
-1S'NF) Meanwhile, the new environment? When Volume I was written, the only case in US history Clf 

e 
the invasion of an Embassy was by mob in Taipeh in 1957. There were no destruct facilities and, had there 
been, then as now, the whole building would have gone up in smoke had pyrotechnics been used. So - again 
then as now - reliance was on the vault. Since the mob could not jlenetmte iu big steel door, they knocked 

e 
a hole in the adjacent wall, stormed into the crypto"Center, and scaled rotor and other cryptomaterial down 
to the crowd below. About SO of the 100 or so rotors were not seen again. Since those days, no Jess than 32 
(counting MAAG, the total is near SO) U.S. facilities (embassies, legations, missions) containing crypto· 
equipment have come under attack, 13 of them during the 6 Day War in the Middle East, 7 more in fran 
dUrins the revolution, another incident with the re-invasion of the Embassy when the hostages were taken, 
other assaults in Islamabad and Tripoli, and an attempt on our Embassy in Beirut. 
.....(5-"NF) In all, in the first Iranian crisis, 1 ditJ'erent types of crypto-cquipment were jeopardized, totalling 
some 65 pieces of hardware. Precautionazy evacuation and eniergency destruction eft'orts ranged from total 
and sometimes spectacular success, to complete failure in one installation wbcre two types of equipment had 

e 
•e to be left up, keyed, running, and intact. It became clear that our destruct capabilities were inadequate or 

useless where we bad little warning, and haZardous at best even where warning or a good vault offered time 
to carry out the procedures. Fire could lead to self-immolation in the vaUlts; shredders and disintegrators 
depended sometimes on outside power which was cut off; and smashing of equipments could render them 
inoperative, but not prevent the reconstruction of tbCir circuitry. 
-{5)-Correlatively, our traditional policy for limiting the use of crypto-cquipments in "high-risk" 
environments was quite evidently wanting. That policy generally called for deployment of our oldest, least 
sensitive, and usually, least efficient systems in such environments. The etJ'ect was to deny people in the field 
good equipment in crisis, just when they needed it most. This was particularly true of secure voice 

-
- equipment to report events, and etJ'ect conimand and control when installations were under attack. · 

.((;T'What seems needed is some push·button capability to zap ihc equipment, literally at the last moment, 


allowing secure communications until the facility must be abandoned, and not dangerous to the button 

pusbcr. · · 


e .)8)' The most successful use of pyrotechnics (thCllllllte slabs, !hermite grenades, and sodium nitrate barrels) 
in Teheran occurred at the major Army Communications Center there. It had a number of crypto­
equipments, but also served as a depot for pyrotechnic materials for the whole area. They piled all of their 
classified cryptomaterial in a shed; covered them with their pyrotechnic material (some 300 devices), lit off 
the whole enchilada, and took otr. The result was probably the largest single conflagration during the entire 
revolution. Observers reported seeing flames shooting hundreds of feet into the air from posts several miles 

-- away. The building was, of course, consumed, and we assume only a slag pile remains. (At this writing, 
about IS months later, no American has been back.) 
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%Despite all of the above, we have not be~n alro,etber inert on the matter of eDlefSCJlcy destruCtiOn 
over the past decade or so. Each cataStrophe seei,ns to ba\le stimuJaled at least a brief burst of effort to 6od 

• 	 a way. Wbcn the Pueblo was captured, we fo~ tbat our best laid emeraency destruction plans bad gone 
awry. Tbcrc was a shredder and an ioeioerator on board, and a few uCi and sJcdaei. In thole days, Navy 
ships we~ oot permitted to carry pyrotecbnic destructors because of their fire bazard. Considerable reliance 
was placecl on jettisollinl material; but in tbe ~blo case, the crew could oot act to the side Witbout beinS 
mac~ We had, in lilY event, become incrcasin&ly skeptical of jettisoDin.l as a Yiablt way to 
prevent the. ru:overy of equipment as various sbbmersibles attained areater and areatcr depth$. We also 

\C 	 found to our astonishment that $0mc of the eiebtronic crypto-cquipmcnts built in the fifties (and sixties) 
~ 	./Wat. 
::l ~Our first major customer for a · safe and reliAble means for emerp:ncy destruction on shipboard vias, as 
0 you miabt expect, another intclliaenoc collector I 	 ls2 was allowed to .fabricate some boxes 
r4 (on a not·to-intcrfere with COMSEC work basis)jwbich would incinerate material wbile containina the beat 
~ and flame. Some research was carried out, aaain under S2 acp, to build or modify ordinary safes to destroY 
X lhei.r o.wn contents. Work came to a vi.rt~ balt1, however, when a disJIUntled contrac.tor whose proposalI(} 

N 	 bad been turned down raised an unholy stink willl our Director, senior officials in the Defense Department, 
and sundry Congressmen. (Conarusional iJulwrles, we bave discovered, · can sometimes. have a chilling 
effect.) · 
...{etThe upshot was that NSA and DoD dec:ideii that the genool problem of destroying classified materials 

was not NSA's business - particularlY with n:s~t to the dcst.ruction of ordinary classified documents. We 
were directed ·to confine ourselves exclusively to ;teclmlqUCi uniquely ilseful in the cryptoarapbic business. 
lbc trouble was tbat the~ wu ao other Govenimcnt Ageocy prepared to accept such a role. 1be Army 
Chemical Corps bad provided the oriainal pyrotCctuuc approaches to destruGtion but. as noted, bad not 
done much siru:e World War II except, at NSA bChest, the development of the sodium nitrate in a barrel or 
bole-in-the-aroood approach. There bad been an 1 aacncy created in the Department of Defense in its early 
da~ called the Physical Security Equipment A.Jb:y. It was an assemblage of physicists, cbcmists, and 
eQiineers with litde security backgrourui and ~parently, few practical ideas. Tbey were abolished in 

. December 1976~ with no tc-asaiJnmcnt of their tUoctions. . · 
~So. in 1976, DoD ~ptcd the overall re$pou.sib.ility for destruction methodology, aod wlgned tbc 

•	 Navy as Executive Aamt to do the necessary rer;ean:h ami development. ~ usual, they were uaderluoded 
and WldeJ$t&U'ed, and bave been prosressinl vcey slowly. We, meanwhile, keep not much more than a 
manyear or two engaJcd in the spcx:ial probl~ or CI)'Pto-cquipment destruction. With our incieasin& 
reliance on micro-circuitry, someone bad the idea or pJantiq tiny, non·v.iolau sb&ped chatps in critical 
junctures in our circuits that could be triucred by the application ofexternal voltqc. The p~ject became 
known as LOPPER, and Rl was charpd to pumJe it. Tbe original equipment tar&etted for incorporation of 
the technique wu VJNSON. But, it would cost :more, might delay the prosram and, apin. did we really 
need it? So. R I had dcw:Joped the tec:hnique to tlic point of feasibility dcmonstratioll modds; tests were run 
on circuit boards, were succ:cssful, and we stop~. 
~e were damned again by the perception tbat this was a solution looking for a problem - exactly the 
same inhibiter which bas slowed or killed nearly e{.ery new departure that costs something for which there is 
no lintrmally recopized need. We (proponents o~ the desirability of protectina our hardware as best we can 
for as Jon, as we can) bad done it to ourselves when we bepn letting people know, as early u 1950, that 
the key's tbc thing; aU those contrary arguments In the direction on classiftcation nonwithstandiDg. One set 
of eurmudaeons in our business can insist that ~iy is not free, that we arc in the commllllieations 
sc.curity not the communications eiconomy busineSs, while another set, with equal force, c:an state that the 
too-hiab ~urity standards or demands arc pricmB 111 out of the market, lcavinl our tender coOlJII\Irrications 
altoget.bu naked to the world. · 

(U) I suggest that newcomers to the business ~t jump on board whichever side of this controversy your 
viscera may first direct. Rather, take the other ~e - wbkhevcr it is - and JO through the exercise or 
buildins its defense. Yoa arc likely to be surpriJd at bow elaborate and involuted the arguments become 
either way and miabt Wid you to my personal cOnclusion that the best way tO achieve a net pin in our 
resistance to communications compromise is through compromise. Still, it seems that once in a while one 
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oupt stand on principle - as a Qlatter of priaciple! - inci bani touJh where trulY vital inccrests uc 
conc:emed. 
...(€f'So, LOPPER came a~.pper, at least for a timt. Tbc "compromise" solution was put forward: if we 

can't a!ord to implant this ~oloiY in the wbole product line, can't we at least build a limited quantity 
of c:ireuit boards with tbe capability for deployment to biah-risk facilities? Tbt answer was no: small " qlllfttity production is fat too expcasive; you Clll't amortizle the UD and product costs. Turns our that 
there is a useful .rule of thumb for mosl of our product line: llllit C05t drop& 1s-:2~ (or eac:h doublini of 
the number of procured. 

(U) At tbc momeut, we arc in low-key punuit of a variation of the LOPPER. approach for some future 
$}'Stems. Jt involves burying a resistor in the chip subltnates which wiJJ incinerate ~ircuitry with the 
application of extemaJ voJtaae. We'll see. 
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e €9¥\'FIBEN"fiAL 

POSTSCRIPT ON DESTRUCTION-DAMAGE ASSESSMENTS•e 
e 

J.er When major potential losses of cryptomateri!ll occur, dalllll&e assessments arc called for - usually in a 
hurry; and particulally if the possibly compromisina incident bits the press. Often, we will have 24 hours or 
less to make some kind of interim assessment of what may have been lost, in what quantity, with what 
probability, and witb what impact on national security. · 

..tel" Often in this hectic process~ we start out with little more than what's in the newspapers but, becaiJse 
of our access to the records of the crypto1ecounts involved, we are usually able to build a pretty good 
inventory of the materials involved within a few boors and, sometimes have information on the destruction e capabilities at the site(s) involved. In first reports, what we rarely get is an accurate picture of the degree of 

e 

tbe destruction actually acbieved; so our initial assessments arc invariable ilfy. 

-t€r A principal lesson we have lca.med in formulatina these assessments is patience - sometimes waiting 


many months before we "close" the case, meanwhile interviewing witnesses to or participants in the event, 

visitina the scene if we can get there, performina laboratory anal~ of recovered residues of the destrUCtion 
elfort, and so on, before makiDI a definitive declaration of compromise or no compromise, as the case may 

e be. 
% A second lesson has been that our first aut reactions have usually been wrong, errins equally on the 

optimistic and pc5Simistic sides ·When all the facts (or all the facts we're ever soins 10 set) arc in. Some 
materials have been recovered after many days, weeks, or months under hostile control with no evidencee tbat they knew or cared what they had. In other cases, post mortems have shown losses 10 have been 

e 

sisniflcantly more substantial than were suagested by the early "facts." 

....(er Finally, we have found it prudent to treat da!na&c assessments as exceptionally sensitive documents, 


for two reasons. The ftrst is that they expillin just what the materials arc and how they could be exploited by 

a canny opponent. The second is that they reveal our own jud&ment on what was and wasn't lost. _That 
information is important to any enemy, particularly if we were wrong, and he has been able to recover 
something we think he does not have. -


-
e 
e 
e 
e 
e 
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SEeRE'F 

TRANSPOSITION SYSTEMS REVISITED 

..{€}'In Volume I, it was noted tbat transposition systems were thrown out of out lexicon because tbey 
COIItained the seeds of their own destrocticn - all of the elemcct& of plain laa&uaJe appear in the cipher 
ten; they've merely been moved around with respect to oae another. A j ipaw puzzle, in fact . . 

.(C1 Turns out, the samc defi~y exists with equipments dei.iancd to destroy claSsified paper by 
shredding and cboppios it into small piec:es. The spe<:tacle, in early 1980, of Iranian "atudcnts.. oc:eup)'ins 
the US Embassy in Teheran, laboriously fittina to,ether shredded materials comes to mind. In the 
destructiOn world, the problem wu more or leu solved by insistins that the pieces be so small and 
nunierous that worlds of work would produce only fnsmentarY results. 
)St'Our current standanf- no destruction machine approved unless tbe resultallt frqmenls were no Iarser 

than 1.2 mm :X 13 mm (or 0.73 mm x 22.2 mm depending on the crosscut shredder used) was arrived at 
viscerally. But when the tecbnolO&Y cauie aloos, we verifi.ed the standard by invcstiJating the computer~ 
&Uisted edac-matc!Una or similar teChniques wbieh could see and remember shapes in a Jarae display of small 
tWCH:.IimcnsionaJ objects, and son out tbose that fit together. As a result, we feel more comfortable about 
the question of whether such stu11' can be reconstructed, however painstaking the attack. (As always, 
tbough, tbere are pressures to relax the stamlatd, allow larger chlltlks bcc:au$c the finer the irain you 
demand, the more costly and time cooslUD.ing the proce&S. In a cb<lppcr , for example, you need more and 
tiDct blades, finer screens, and more cycling of the machine.) The m&terial in Teheran by the way, was not 
from the cryptcxenter and was the product of a ~binc wbich we had spcci1ically disapproved for out 
purposes. 

-tet-The transposition idea for cryptography did not stay dead with us. It bad enormous attraction in the 
voice encryption business because if elements of 'peecb could $imply be arranaed (transposed}in time and/or 
fnqucncy, that would olimiuate tbe need for diJjtir.ation, whlch would in tum .save bandwidth and still aivc 
aood fulelity wben it was unscrambled (uDtnmsposed). That meant eocipbered voice or rasonable quality 
could be driven tbrolJih oarrowband transmission systems lik ordilwy telephone circuits and HF radio. 
Loaa·haul voice communications would be possible without larae, complex very expensive terminals to 
d.ilitize and still Jet the ftdelicy required. 
)Sf So, PARKHILL. lnstud of makins our fraamcnts physically small as in a paper destructor. we made 

them small in time - presco.tinJ a bwui new. jigsaw puzzle each 1/IOtb of a second. Solvable? Sure. All you 
have to do is rec:onstnlet 600 completely sepatate and quite di11lcult cryptograms for each minute or speech. 
We Cak:ulatc that a good aaalyst miaht do a few seconds worth a day. Looks to be a risk worth takjpl ­
with that plain lanJWIP aJternative starinJ us in tbe face. We cUd, however, impose some limits in its use. 

..(8t We bad never before fielded a leu than fully 5ee1m crypto-equipmeat and, as our various caveats on 
its security limitations were promU)pted. they sent some shock waves through the customer world and 
c:a\ISCd some internal stress in S. Our applicationS people quite riahtly soupt maximum use when: plain 
l.anpagc was the oaly altemative, while security analysts (also riahtly) expressed continuing .reservations on 
whether its usage. could really be confined to tactical and perishable trafl.ic - particularly as it gravitated 
inmaiinJly towards Wireline application rat.btr tban just HF radio for wbich it was originally dcsianed. 
-(ST Part of the difficultY may have been that the only formal, objective. crypto·sccurity standtud ever 

published in S is the High Ol'lde StaDdard for equipments - systems mccting that standard are essentiaUy 
approved for any type of tra11ic you might specify for lheir fifteen or twenty year life. No intermediate or 
"low-grade" standard has been adopted, despite yeoman efforts to devise one. Iron.icaUy, even amollJ the 
bi&b Jradc systems, then is coDSiderable variation in their ovcraU security potential - some provide 
transmis$ion security; some do not. Some are heavily alarmed; aome have little protectiOn apiost failure. 
Some have full TEMPEST protection; TEMPEST standard$ were waived or moderated for others. The 
difference with PARKHIU may be that it is the llrst eQuipment from which at least fragments of plain 
lansua&e may be recoverable at lower cost and in less time than possible with any otbcr equipment, even 
when it is worki115 perfectly. But, again, remember. the alternative. 
~A further irony is tbat while a real dilemma is seen with PARKHI.U., we have ~epted - mostly 

bla.ndly - a larJe inventory of manual systems, many of which can be broken with relative ease. In their 
cue, we have accepted, perhaps too uncriticalJy, the idta that tbc systems themselves place limits o.o the 
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kind of uaffic they can proca6. At this writ.iJ:Ig, however, rumor bas it that there is a sub·.rosa paper 
authored by a fredl face entitled somethina like: "Manual systems - Are they Worth the Paper Tbey'Ie 
Printed Oo?" COMSEC will be well1erved with critical Ie-eumination of old ideas and quite a batch of 
hoary premises (lnclvdina some In Volume 1!), particularly by our new people. Just be sure of your facts. 

• 
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MOI.E MUUHY'S LAW~ 
..(8) There .bave been occaSioas when we ba~ bad reuon to suspect unauthorized access to various 

eryptomatcrials which we could not pro~. In these circumstaoces, If we can recover the material in 
question, we are likely to subject it to laborato:y analysis to see iC we can 1lnd evidence of tampering, 
uncxpwDed finserprints, and so on. One suc:b case in~lwd an operational T.S. ·icy list bein& examined for 
latent prints in :an S2 chemical Jab. When the document wa.s placed on a beoch.Wlder the powerful blower 
system used to evacuate fliiDCS ar that po&ition, tbis biabJy setl$itive strictly aa:ountable item was sucked up 
and disappeared into the elaborate duc:t·work system above the false ceilina. 

(.Cf For NSA to have lost that keylist would bave been a matter of acute embarrassment and there was, 
thus, considerable milling abOut. People were diipatcbed to the roof to check tbe vent with Visions of our 
key list wafting. somewhere about the wilds of Fort Meade. The ~nt was screened, however, and tbe 
document had not come up that fu - it was somewhere in tbe bowels of the building in several hundred feet 
of ductinJ. GSA teChnicians arrived, and work was started from the bottom. At the first elbow, there was a 
small jam of paper, cotton, and elcanina rap, but no key list. About 20 feet along at another sbarp bend, 
tin snips were Uled to open up the duct, and there was the document, snaged on some )tiled protuberance. 
A relieved custodian clutched tbc document, and no compromise was declared. 

..{€)' An automobile crashed in Texas and the tnmt spnog open. St.te troopers found a suspicious·look.ing 
duftle bag and checked its contcau. Hlll!dreds of Jow-Jevel Op-Codes and authenticators we~e inside. The 
driver claimed not to have known the material was there; the car .belonged to bis brother-in-law, a Sergeant 
wbo bad been shipped to Vietnam a few months culier. He was tncked down and, sure enouah, had ld't 
the material in the trunk for the duration. He bad evidently been on a run to tbc incinerator with a bumbag 
run of used materials, had run out of time, and shipped out lcavina tbc chore undooe. He claimed he 
intended to get rid of tbe stu11' when be got back. 
..-ESrSomebody moved into a small apartment ncar a Navy base in. Canfornia. Far bact on a top closet 

shclf be found a clip-board. On the boaLd were two T.S. AOONIS keylista and several clas&ifttd messages. 
The previous resUient, a militaty man, bad oceupied the apartment only bridJy, and sware be bad never seen 
tbe material in his life. The. origin of' the keyina material was traceable by short title, edition, and rtglster 
number, and turned out to have been issued to a unit at Camp Lejeune. 
...1SrMore research showed that a Marine Sat -.ho hac1 had aeceu to tht material bad been sent to tile 
West Coast, and sure enousb, lwlliYCd for a wbilc: in the apartment where the docluncnts were found. He 
was located and admitted tbat be had squirreled the material away, and claimed be .bad then foraotten it. His 
mothe? SimplY that classified documents "fascinated" him. 

.r.ct Strall&CIY enough, this is a recurrilll theme. In tins case, the polygraph seemed to bear him out, as it 
did in at least one other case wbere the identical motivation was claimed. 
_¢ KAG-1/I'SEC used to be the bible of US cryptographers, was held in every crypto-ccnter,' and 

covered everythinJ from IIIJeS$4&e preparation to comproniisc reporting in considerab1e detail. While we 
:viewed it as a model of clarity, this pcn:eptioo was not always shared in the real world. A frustrated Navy 
Cbicf stormed out of bis ceypto-center on board a carrier at ~. banded KAG-1 to a sailor and jotinaly 
said "Throw this dam' thiJJa overboard." He did. Several ships thereafter steamed back aad forth for 
several da)'$, but never folllld it. W!Dds, tides, and currents were studied to predict where it might come 
ashore with result& so ambipous as to offer little hope and, ia fact, it was never recovered - at least by liS. 

.rerThis incident triaercd an R I study on what happens to our documents in salt water. A tank was 
made, ·and a copy of KAG-1 iiWiltrsed. It stayed there for a year or so with no sian of deterioration. 
Aaitators were added to stimulate wave action for another few montbs, with still no appreciable effect. We 
n~r did find ow how loq such a document would last. Subsequent work, however, has shown that sood 
paper .is nearly impervious to salt water, apparenUy indefinitely. A visit to S2't. exhibit of matcrlals recowred 
from the sc:a bottom will bear that out. There you can see perfectly legible codes that bad been under water 
since World War II, topther with extraordinarilY well·prescrved items of hardware and J11A1Jletie tape that 
bad been on the bottom for many years. These facts add to the previously expressed skepticism about 
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jettison u a way to act rid of our stu1f unJess at very great depths and in completely ~~«ret locations . 
(Shonly after WWU, small Army training crypto-devices called the SJGFOY were disposed of beyond the 
tOO fathom curve otr Norfolk. Some years later, they became prize &euvenirl for beach combera as they

• · bepn washina ashore.) 
__./eJ UNS()LVED PUZZLE- We used to store a lot of cryptomaterial in a warehouse at Ft. HoJabird. It 

was fcnGCd and protected by a 24·bour armed civlliao guard. One evenina, such a suaro saw an individual 
inside the fence, evidently attcmptinJ to penetrate the warebou.ae. He drew bis weapon, cried "Halt!" and 
led the individual to the auard slw:k and started to call in for hdp. About that time, tbc intruder stamd 
running, climbed the fence, and disappea:ed. We asked the guard wb.y he didn't shoot - be said he was 
afraid be mipt hurt somebody. It was one of the few auemptcd penct.ratioDS we know of, and bas never 
been resolved. · 

-let CONFEm - When we manufacture one-time tape, a by-product of the punchin& process is millions 
upon millions of tiny, pcrf.ectly circular. pieces of paper called "cbad" that come out of holes in the tape. 
This chad was coUcctcd in burn bqs and disposed of. Someone rbotl&ht it would make JOOCi public reJa.rions 
to Jive this stutr to biJh school kids for liSe as confetti at football pmes. Inevitably, one of the bum bqs 
was not quite empty when the cbad went in. At the bouom, were a couple of TOP SECRET key card book 
covers and a few assorted keys. They carried the impressive caveats of thole days like "CRYPTO ­
CRY.PI'O<LEARANCE REQUIRED" and were, to use a term earlier referred to, "fascinating" to tbe 
kids when they discovered them . 

.{€1 One of tbe. Jirls. whose fatber bappCned to be an Army oflk:er, taCked &eine of this material on her 
souvenir board. When Daddy saw it, be spiralled upward. He decided that it must be desuoyed immediately; 
but first made a pbotoarapb of it for the record. He tore it up, ftu.sbed it away, and reported in. With some 
dUiiculty, vario~ cheerleaders and other student£ who had J)ommed on to &Ome of this material were 
tracked down, aod persuaded to pan with it. We no Jongcr issue confetti . 
.JR!(We used to keep carefUl l'CCOids of sccurity violations in S, publicize them, aod run l.iltlc contests to 

sec What orpnization could JO J.on&est without one. A retired Lt. Colonel wrecked Sl's outstandias record . 
u foUows: 

i.ef He reported to work one mocniJli and found one of those ominous little slips on bis desk, asserting 
that a paper under his blotter carried a safe combination, and "requestiq" him to · repon to Security at 
once. He was outraged - he bad never been gllilty of a securitY violation ill his lite; the safe combination• 
was not his, nor did it match any safe in his office. He rushed out tbe door and down to the Security Olllce. 
They accepted his story, cancelled the "violation," and he .returned to Ills oftlce somewhat molli11.ed. 

(U) "J:bere, on his desk, was· another violation slip. He had lert his office door oJ)C11 when he reported to 
security, and that was asainst the rules. That one stuck . 

.r.ef A (now) very senior omcial in S bent the rulc5 by startin& out to a couferooce in the PentagOn with 
some clasiificd papen but without escort. He got a& far a& Foxhall Road ill an ice-storm where be was 
confronted with a pile-up of cars tbat had skidded uncomrollab~ down into the hollow adjacent to the 
Girls' School there. He · man.aacd to $!ide to a stop without addi.aa to the pile, JOt out, and immedjately 
found bim&ell in the path of a followina car stiddinl toward him. To see bim now, you would not believe 
that he made the only route to safety - over the seven foot chain link batbwire-toppc4 fence around the 
school. He JOt some lacerations in the process, however, and someone took bim to GcorJCtOWD Hospital 
for treatmmt. He refused to ao. however, until he was able to ftag down an NSA employee (our Adjutant 
General at the time!) to take custody of his class.ified materials. 
~There have been, by tbe way, rather serious incidents involving classified materials in automobiles. In 

one case, an individual carefully locked a briefcase full of cbwificd repotta in the trunk of his car wbile be 
made a qud $lOp at a buaineas C$Ublishmeot. The car was stolen while he was .inside. So, watch jt, 

{e) When ~hnical security teams "sweep" our premises, one of their chOres is to examine conduits for 
extraneous wires, t.ra£e them out, or remove them. We had a peculiar case at Nebrub Aveaue (the Naval 
Security Station at Ward Circle where various pans of the AgCJJ.CY were tenants from 1950 until 1968). An 
inspector on tbe tbird floor removed a lloor access plate to examine the telepbooe wiring and saw a wire 
begin to move. He arabbcd it, retrieved a few feet, then unknown fon:cs on the other end began ~u:liDg it 
back. A tug of war ensued. Turned out that a fellow-inspector on tl1e tloor below was on the other encl. 
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, CLASSIFIED TRASH 

e 
...{eyOne day, back. in the '60's, one of our people was poking about in the residue basidc the Arlington 

Hall incinerator. The incinerator had been a headache for years: the screen at the top of the stack. had a 
habit of burninj throush and then it would spew partially burned classified COMSEC and SIGINT materials 

e 
round and about the Post and surrounding nei&hborhood. Troops would then engage in a giant game of fity· 
two pick.up. This day, however, the problem was dilferent - the grate at the ftoor of the incinerator had 
burnt out and the partially burned material, some the size of the palm of your hand, WIIS intermixed with 
the IISh and slag. . 
~ There was no way of telling how long the condition had persisted before discovery, so we thought we 

had better trace the 11Sh to the disposal site to see what else WIIS to be found. The procedure WIIS to wet e down the residue for compaction, load it on a dump truCk, and haul it away. In .the old days it had 
evidently beem dumped by contractors in abandoned clay pits somewhere in Fairfax County (and we never 
found them); but the then current practice was to dump it in a large open lirea on Ft Meyer, South Post, 
adjacent to Washington Boulevard • 

e 
.)l2f Our investiptor found that site, alright, and there discovered two mounds of soggy ash and IISSOrted 

debris each averagina five feet in height, eight to ten feet wide, and extendin& over 100 yards in length. He 
poked at random with a sharp stick., and thought disconsolately of our shredding standards. Legible material 
was everywhere- fragments of supeneded codes and keying material, intriguing bits of computer tabluations; 
whole code words and tiny pieces of text. · Most were thum~e or smaller; but a few were much larger. 
Other pokers joined him and confirmed that the entire deposit was rirldicd with the stutf. Some of it hade been picked out by the wind and was lodged along the length of the· anchor fence separating the Post from 
the boulevard. 

(U) Our begrimed action ofllcer was directed to get rid of it. A.H of it. Being a genius, he did, and at 

e nominal cost. How did he do it? 
-fSr'The solution to this problem was most ingenious - a truly admirable example of how a special talent 

• 
combined with a most fortuitous circumstance eventually allowed us to get all tbat stutr disposed of. I won't 
tell you the answer outrigbt: instead, 1 will try to aggravate you with a very simple problem In analysis of an 
innocent text system. Innocent text systems are used to send concealed messages in some ordinary literature 
or correspondence. By about this time, you may suspect that perhaps I have written a secret message here 
by way of example. That, right, I have! What's here, in fact, is a hidden message which gives you the - explanation of the solution we accepted for disposing of that batch of residue. If we ever have to do it that 
way again, it will be much more di.flicult for us because the cost of everything has escalated, and I doubt we 
could aft'ord the particular approach we took that time . 

e 
.JSr If you are really interested in how innocent text systems are constructed, he advised that there are 

twenty-jillion ways to do it - every one of them dilferent. Some of them may use squares or matrices 
containing an encoded text with their values represented by the coordinates of each Jetter. Then those - coordinates are buried in the text. About another million ways - a myriad - are available for that last step. 
In fact, the security of these systems stems mostly from the large variety of methods tbat can be used and 

e 
on keeping the method (the logic) secret in each case, Once you know the rules, solution is easy. So now, 
find my answer above - no clues, except that it's very simple, and one error bas been ddiberately 
incorporated, because that is par for the course. 

e 

e 
8 
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